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Introduction

This paper deals with the major design decisions involved in migrating an existing directory system to AD. It
forms a small part of the design guidance provided by the Active Directory Design Advisor tool, ADDA, available
from download.com.

Unfortunately, any migration outside a Microsoft environment is a very specialised subject and should in any case
only be attempted with the assistance of someone who has done it before. Hence we have restricted our
discussion to the most common cases of migration from NT, and migration from AD2000, to AD2003. The first
part of this paper deals with NT. The second deals with the migration from AD2000 to AD2003.

The following areas must be considered:

Planning and scheduling the migration;

Migration of the directory service itself, e.g. from NT domains to AD domains;
Migration of directory clients, i.e. users of the directory, both PCs and servers; and
Various miscellaneous issues.

Before delving into the technicalities, first consider the overall project plan.

Migration Planning, Requirements & Scheduling

Like most projects, AD migration can be broken down into the following steps:

Gather requirements;
Planning and documentation;
Infrastructure design;

Proof of Concept;

Pilot;

Deployment; and

Post implementation review.

We don't intend to bore you with a generic discussion of project management and will only to consider these
issues in so far as they relate specifically to AD.

Naturally, you should record the business and technical goals and constraints prior to migration. The obvious
issues to consider are:

Minimizing disruption of business critical areas;

The current environment, particularly what versions of O/S are deployed,;

The costs of upgrade; and

The resources available and how long tasks will take so the activities can be scheduled to achieve a
smooth transition.

Any non-trivial migration will not be achieved overnight, rather it will be incremental and gradually introduced
according to a schedule. Migration itself should rarely, if ever, affect the endpoint - that should be based on the
design decisions you have made so far in the process. Rather, the task confronting you is to understand each of
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the activities required in terms of the associated effort and risk so that you can then choose the optimum
migration strategy.

Technical Planning & Design Issues

In designing and planning a migration from NT to AD you have to consider each of the following in terms of effort
and risk:

Users;

Computers;

Mapping and merging groups;

Passwords;

Domains;

Trusts;

Service accounts, e.g. Exchange processes;
Roaming profiles;

User access rights;

Security, e.g. access to files, shares and applications; and
Mailboxes.

Since there is no point in considering migrating clients until they have an infrastructure to use, let us consider
infrastructure design first, in particular domains.

Mixed Mode Domains

Almost all migrations are phased and there are also good reasons to leave an NT stub. This implies running a
mixed mode network configuration, where a domain can simultaneously support both NT and AD DCs and hence
directory clients of both types too. The converse, i.e. a pure AD Domain, is called native mode. Strictly speaking
the terms mixed and native mode apply at domain level, hence in a forest or tree you can have domains of both
sort.

By default AD installs in mixed mode so you can upgrade domains and computers incrementally, based on the
requirements and constraints of your enterprise. Indeed, you can leave parts of the enterprise running NT until
their equipment is due for renewal if you wish to minimize costs. AD supports mixed mode by virtue of giving one
of your DCs the role of PDC Emulator.

The ability to run mixed mode is useful in two different scenarios. In both it means you do not need to create
separate NT and AD forests (although, as we shall see below, it may be advisable to do just that). First, it
supports enterprises who do not want to make the full transition, e.g. because of legacy applications or financial
constraints. Second, it allows migration to be carried out within the production forest - which has both
advantages and drawbacks.

Whilst mixed mode is a major convenience, we need to consider the potential drawbacks first.

The PDC Emulator
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As the name suggests, a PDC emulator provides the facilities of a PDC to NT systems (including BDCs) whilst
being able to fully interact with other AD DCs. Usually, the former PDC is made the holder of this role. It
processes password changes from clients and replicates updates to the BDCs. Password changes are
replicated to it preferentially by other DCs in the domain and if a log on authentication fails at another DC due to a
bad password, that DC forwards the authentication request to the PDC emulator before rejecting the log on
attempt.

Itis a Flexible Single-Master Operations (FSMO) role and there must be no more than one PDC emulator per
domain regardless of how many sites, and hence WAN links, the domain is spread over. Thus, it should be
obvious that this is a potential bottleneck for all changes to NT systems in the domain which must be processed
by it, especially if you plan to leave many users in the NT domain, security policy requires frequent password
changes or your user population frequently forgets theirs. This problem is exacerbated if a decentralized style of
group policy management is used.

Since the PDC emulator can be a source of problems for mixed mode operation, why then might you want to stay
in this mode?

Mixed Mode vs. Native Mode

Valid reasons for keeping a domain in mixed mode for a period include:

The cost of a mass client upgrade (typically patch levels rather than a full O/S upgrade to Windows
2000);

The resources and time to schedule such a mass upgrade;

The inability to upgrade BDCs;

Inadequate physical security of BDCs;

The possible necessity to fallback to NT if legacy applications do not work well in Windows 2000; and
The potential advantages if you need to merge with another enterprise in the future which still uses NT.

As we shall see below, there are drawbacks in remaining in mixed mode, namely restrictions on the types of
security groups that can be fully utilized.

Unfortunately, there is also a drawback in switching to native mode. Ultimately you should not change to native
(AD) domain mode if you have, or there is a real, future possibility of having, any Windows NT DCs connected to
the domain, because your options in the future should your enterprise merge with another which still uses NT will
be restricted by switching all domains to native mode - you cannot connect PDCs to a native mode domain.

Switching a domain from mixed to native mode is a one-way operation, i.e. you cannot roll-back. So, it is quite an
onerous decision. Our advice is to switch as much of the enterprise to AD as soon as possible to simplify
administration, but to retain a PDC emulator, even with no NT machines, so you can run mixed mode if you
should ever need to revert to it. Since most of the production environment will have migrated to AD, the issue of
the PDC emulator as a bottleneck will be largely irrelevant.

Upgrade or Restructure Domains?

Another major choice in migration is whether to simply upgrade your NT domains to map directly to AD domains
or whether to take the opportunity to restructure the directory. The first option is really just an O/S upgrade. It is
inherently low risk, as you are just replacing PDCs (and maybe BDCs if you are going native) with AD DCs. The



MorganDoyle Limited

second option offers greater benefits as some of the additional logical structuring features of AD, such as OUs,
allow simplification of the domain structure to eliminate artificial constructs like resource domains. Hence
restructuring is often referred to as domain collapse.

At first sight, it may seem obvious to restructure. Also, if you took our advice earlier, you will have tried not to
compromise your AD design under the constraints of your current set-up and lose much of the benefit inherent in
the migration to AD.

In fact the only situation where you should not take the opportunity to restructure is if your current domain
structure is already optimal. The real issue is almost always the strategy you should take. Here there are two
major alternatives, which are:

A two-step process where you upgrade and then restructure in-situ; or
Build a pristine AD forest from scratch.

It is not usually a clear cut decision and in both cases risk is the major factor determining the choice. First
though, let us take a quick look at when to upgrade and the options it provides.

When to Upgrade

A simple O/S upgrade may be appropriate if you are:

Completely happy with your current NT domain structure, in which case you simply upgrade PDCs to AD
DCs; or

Satisfied with the basic structure of your current domains, you need to minimize risk or disruption and
you judge that this will be minimized by a two-phase migration, where you can upgrade to Windows
2000, then restructure in-situ to make minor changes or fix any resulting problems, and the cost of the
two-step process is worthwhile.

The choice in the latter situation is governed almost entirely by risk. If your production environment is less likely

to be impacted by a two-step migration (upgrade then restructure) rather than a big-bang, then that is the route
you should choose.

Domain Upgrade and Restructure

Domain upgrade (using DCPROMO to promote an NT PDC to an AD DC) gives 4 choices:

Creating the first tree in a new forest;

Creating a new tree in an existing forest;

Creating a child domain in an existing forest; and

Creating a DC in an existing domain which is effectively a replica of the PDC being promoted.

Thus, even in a simple upgrade, it is clear that you have to make some decisions about the new AD structure.
Next, let us take a closer look at more complex restructuring.

The major drivers for restructuring domains to reflect the requirements of your organisation, include:



Greater scalability, e.qg. if your existing NT domain structure was constrained by size limitations of the
SAM accounts database, leading you to implement a master or multi-master domain model, you could
collapse these into fewer, larger AD domains.

Finer granularity of administration, e.g. if your existing domain structure included resource domains to
support delegation of administrative responsibility, then you could replace these with AD OUs which can
contain any type of security principal, and administration can be delegated as appropriate. As we saw
earlier the greater flexibility in reconfiguring OUs makes them a more appropriate method for delegating
administration.

Simpler administration, e.g. merger and acquisition may have led to an ad-hoc domain structure
connected by a complex web of trusts. Again, some of these might be better implemented as OUs. In
addition, you might be able to redesign your domain tree to benefit from the lower number of bi-
directional transitive trusts inherent in AD.

Next, we consider some specific issues in restructuring:

Resource domains and OUs;
Groups; and
Trusts.

Resource Domains

A resource domain is a special type of domain, created to hold the accounts of resources such as servers and
workstations. Resource domains were typically created in NT to address two main situations:

To circumvent SAM size limitation; and
To provide local administrative capability.

Whilst you can upgrade resource domains (either within the existing forest or into a target forest for restructured
containers), typically a better strategy is to consolidate them into OUs. As we noted earlier, our best practice OU
structure contains just such containers, e.g. for types of server or types of service.

You rarely need to give away the level of autonomy that domains provide or want the burden of the additional
overhead of maintenance. Instead you should make use of the fact that AD supports delegating administrative
control over specific OUs to administrators who have appropriate authority over such resources and in only part
of a domain.

Consolidating Resource Domains
Consolidating a resource domain into an AD OU consists of the following four steps:

1. Establish any trusts required from the target domain that will hold the OUs to the NT account domains if
these are in a different forest;

2. Clone all source domain shared local groups in target domain;

3. Move member servers (including former BDCs) and workstations from the NT source domain to the new
OU; and

4. Decommission the source domain.

Groups vs. Domain Mode

As we saw earlier, AD has richer group functionality than NT. It is a superset, supporting both the local and
global groups of NT. Hence there is no migration problem as such - these will map more or less straight from NT
to AD. Both work in mixed mode (as long as trusts exist - see below). Note, local groups on an NT PDC become
domain local groups when you upgrade to an AD DC.



However, if in your security group design, you choose to make use of the two new groups, i.e. domain local
groups and universal groups, then there are some issues to consider. Although, NT clients can interact with the
new groups there are limitations concerning any membership which violates the old NT group rules.

Whilst universal groups can contain members from mixed mode domains, these members will not have the
universal group SID in their access token, i.e. they will not get the privileges of membership.

The table below summarizes this.

Type Can take Can be Mixed GC replication
members from| applied to | mode? affects?
Universal Forest Forest + N Y
trusts
Global Local domain Forest + Y N
trusts
Domain Forest + trusts Local N N
Local domain
Machine Forest + trusts Local Y N
Local computer

Limitations on Nesting Security Groups

Running a mixed mode domain also imposes some constraints on nesting security groups. As we saw earlier,
you can only have local and global groups fully operational in a mixed mode domain. The constraints on nesting
in mixed mode are:

Local groups can contain global groups and user accounts from trusted domains; and
Global groups can contain only user accounts.

By contrast, in native mode:

Universal groups can contain user accounts, computer accounts, other universal groups, and global
groups from any domain;

Global groups can contain user accounts from the same domain and other global groups from the same
domain; and

Domain local groups can contain user accounts, universal groups, and global groups from any domain.
They can also contain other domain local groups from within the same domain.

Moving Security Principals During Restructuring

The major issue in moving security principals (users & computers) between domains lies in the relationships
between them, expressed as ACLs using SIDs, and the mediation of these by security groups. As we have just
seen the scope of such groups differs in AD. First, let us describe the issue.

When you move a security principal between domains, its SID will change, thus invalidating any existing ACLs.
Whilst you can add the new SID of the principal to any resource ACLs to which the principal had access via
groups, this is time consuming, messy and error prone as the number of SIDs involved soon gets out of hand. A
second option is to move the group itself. This will require similar re-permissioning, though less of it, and the
limitations on group scope and membership in mixed mode must be considered. A third possibility is to create a
parallel group in the new domain. This is essential for large groups when you need time to move all the
members across, but again requires constant re-permissioning.



These issues are largely circumvented by using the standard utilities which make use of the sIDHistory attribute
which records previous versions of usersC€5IDs. Hence, it is advisable to use MoveTree when migrating users,
computers, groups and OUs between domains.

NT Security, Anonymous Access & Trusts

AD does not allow accounts logged on with anonymous access the ability to see certain user and group
information, e.g. group memberships. NT did allow this degree of access and some applications, including
Microsoft BackOffice applications like SQL Server as well as some third party applications, depend on this type of
access to function correctly. If you use these applications or experience trouble post migration, then you should
choose the option of using the Builtin group permissions compatible with pre-Windows 2000 servers when
upgrading and, if they still do not work, add the special group Everyone as a member of this group and then
reboot the server. As we shall see below, this has changed again for AD2003.

Migration poses few headaches for security trust relationships. First, when you upgrade an NT domain to AD,
the existing one-way trust relationships between that domain and any other Windows NT domains are
maintained, so no additional tasks are required here.

Next, since all AD domains in a forest have automatic two-way transitive trusts, as each new AD domain is
created it will automatically trust, and be trusted by, its AD peers.

However, in cloning scenarios, i.e. where you are restructuring so the source and target domains are in separate
forests, then inter-forest trusts are not automatically created. Hence, establishing the trusts necessary to
guarantee access to resources must be one of the first steps if you are to avoid angry users disconnected from
their services.

NetBIOS & WINS

After upgrade you can consider discontinuing the use of NetBIOS and WINS if the following conditions are met:

There are no clients such as Windows for Workgroups, Windows 9x, or Windows NT 4.0, and no servers
running Windows NT 4.0 that use NetBIOS. NetBIOS names can still be required on your network to
provide basic file and print services and support for legacy applications on clients running any of these
earlier operating systems; and

You have a pure Windows 2000 network and are sure that all computers and applications on your
network are able to function using another naming service such as DNS.

O/S Upgrades

Another important consideration in migrating to AD is planning the upgrade of client and server operating
systems to Windows 2000. Whilst the O/S of domain controllers must be upgraded, this is not necessary for
clients and servers - in most cases ensuring the appropriate patch levels and directory client software O/S loaded
is sufficient. However, you should note that the directory client extensions for pre 2000 clients do not provide the
full AD client functionality, and if you need any of this missing functionality you have no choice but to upgrade.
The functionality not available to pre 2000 clients is:



Kerberos support;

Group Policy support;

Support for advanced VPN protocols (e.g. IPSec or L2TP); and
SPN or mutual authentication.

For those that need upgrading, you need to check whether a direct upgrade path is supported and, if not, plan to
upgrade via an intermediate route.

The table below shows the supported upgrade paths.

Platform Upgrade to Windows 2000 | Upgrade to Windows 2000
Professional Server

Windows 3.x No No

Windows NT3.1 No No

Windows NT3.1 No No

Advanced Server

Windows NT3.51 Yes No

Workstation

Windows NT3.51 No Yes

Server

Windows 9x Yes No

Windows NT4.0 Yes No

Workstation

Windows NT4.0 No No

Server

Incremental Migration of Users

There are 5 basic steps involved in migrating users incrementally from NT to AD:

Create the pristine AD forest;

Establish the trusts required to the forest to maintain resource access;
Clone all source global groups in the target domain;

Identify and clone sets of users; and, finally,

Decommission the source domain.

Migrating User Profiles — To Share or To Copy?

There are two basic methods of making a profile available to the migrated user, while at the same time allowing a
fallback route:

Shared profiles; and
Copied profiles.

Shared profiles, as the name suggests, allow a single version of the profile to be accessed and updated by both
the user® original account and their new account. They are appropriate if a long period of dual running is
required where the system configuration is likely to change under you during migration.

An alternative is to copy the user® profile from its current location under the key named after the user® original
SID to a new location under the key named after the user® new SID. Each account is associated with its own,



separate copy of the profile, hence updates to one are not reflected in the other. Copied profiles are most
appropriate if you need to edit the new profiles significantly and require the safety of roll-back.

Replication

Windows 2000 Server does not support LMRepl (the LAN Manager Replication service) in mixed or native mode,
so if you have been using LMRepl to replicate log on scripts within the domain, you will need to include a strategy
for using FRS to provide the same functionality in your upgrade plan.

ADMT

The last thing to mention is Microsoft® Active Directory Migration Tool (ADMT) which helps migration from NT to
AD. It supports:

Restructuring/consolidating domains and replacing resource domains with OUs;
Diagnosing possible problems before starting migration;

Migrating users, groups, and computers;

Setting correct file permissions;

Migrating Exchange mailboxes;

Reports assessing the impact of the migration, both before and after move operations; and
Rollback to restore previous structures.

It also provides support for parallel domains, allowing you to run NT domains in parallel with deploying AD.

Best Practices

Before moving onto 2003 we’ll just summarize some of best practices relating to migration in the areas of: RAS,
SAM, Restructuring Domains, Upgrade Sequence, Cloning

If you are using RAS the recommended approach is to upgrade the RAS server to Windows 2000 and make it a
member of an AD domain. This has the benefit of avoiding inconsistent behavior while the domain is in mixed
mode. You should also consider upgrading your RAS server first in the server upgrade process.

A Security Account Manager (SAM) account name is required for compatibility with Windows NT 3.x and 4.0
domains.

Use ADMT to:

Consolidate/collapse domains;
Replace resource domains with OUs; and
Use fewer trust relationships.

A general recommendation for the sequence of upgrading components is:

When cloning, where the source and target domains are in separate forests, establish the trusts necessary to
guarantee resource access as one of the first steps.



Upgrade (user) account domains before (server and workstation) resource domains since you get the benefit of
easier administration and earlier delegation that way.

The priority order of upgrading account domains is governed by:
Ease of access to DCs;
Do small/simple domains first; and
Do those which are targets (destinations) for restructure before those which are sources for the
restructure.

The priority order of upgrading resource domains is governed by:

Applications that need AD features such as Platinum and later versions of Exchange;

Domains with many workstations; and

Do those which are targets (destinations) for restructure before those which are sources for the
restructure.

The practice of cloning security principals is recommended, so a copy of the original still exists, since it is safer
as it allows roll-back.

Features & Enhancements in AD2003

Whilst there are a large number of new features and enhancements in AD2003, we have restricted ourselves just
to describing those which we think add most value:

Administrative Interfaces - There are a number of enhancements and tools provided for managing AD.

Domain Controller promotion from backup copy - You can now promote a DC into a forest from a backup
you made from the source forest.

Domain renaming.
Dynamic Objects - In AD2000 objects need to be explicitly deleted. With AD2003 you can create
dynamic objects which have a Time To Live attribute indicating that they should be automatically deleted

unless they are refreshed within the specified period.

GC not required during log on - By enabling universal group caching at site level you don®need to
involve a GC in the log on process.

GPOs - GPOs can now be applied on the basis of WMI filtering of client machines. You can now see the
cumulative results of applying several GPOs to a given security principal. In addition there are now more
GPO settings available for managing clients.

Logon Timestamps - An attribute recording the last time a user or computer logged on has been added.

Quotas - The administrator may now specify quotas limiting both the number of instances of a given
object that can be created and the number of instances that a specific user or group may create.



Replication - Some attributes such as group membership are now replicated on the basis of changes to
individual values rather than the entire attribute, thus saving considerable replication traffic as group
memberships change. Also, the default value for the intra-site replication interval is now 15 seconds
rather than 5 minutes.

Scalability - The previous limit that the KCC algorithm could only cope with a maximum of roughly 300
sites has been raised by around 10-fold. The limit of around 5000 members in each group has also been
significantly raised.

Schema restructuring - You can now redefine classes and attributes within the schema.
Security - LDAP may now be signed and encrypted using TLS in addition to SSL.

Security Descriptors - These are now stored once rather than separately for each instance thus saving
space in the store.

Security in Mixed-Mode - This has been enhanced by requiring you to explicitly add the Anonymous
Logon account to the Pre Windows 2000 Compatible group to allow anonymous access to legacy
applications.

Service Assurance - WMI has been extended to monitor trusts and replication.

Troubleshooting - Diagnosis is improved with respect to account lockout status and event logs relating to
DNS and replication problems.

Trusts between forests - In AD2000, forests were highly isolated and you had to create individual trusts
between domains if they were in two different forests. With AD2003 you can create transitive trusts
between all domains in two forests by simply creating a trust between the two forest root domains - you
obviously don®want to do this by accident!

AD2003 Functional Levels

AD2003 functional levels perform a similar role to domain modes in AD2000 in that they determine what level of
O/S must be run on the DCs and what level of functionality is available. They are also irreversible. However,
whilst AD2000 domain modes only applied at the domain level, in AD2003 the functional levels apply differentially
between domains and forests. Some functionality becomes available when all DCs in a domain are upgraded to
AD2003 whereas other features, e.g. improved KCC algorithms, only become available when all DCs in the forest
are upgraded.

Domain Functional Levels

Domain functionality activates features that affect the whole domain and that domain only. The four domain
functional levels, their corresponding features, and supported DCs are as follows. Note that with each
successive level increase, the feature set of the previous level is included.

Windows 2000 mixed (Default)
Supported DCs:  Windows NT 4.0; Windows 2000 Server; and Windows Server 2003.
Features: local and global groups; and GC support.

Windows 2000 native



Supported DCs:  Windows 2000 Server; and Windows Server 2003.
Features: group nesting; universal groups; sIDHistory; converting groups between security groups and
distribution groups; and you can raise domain levels by increasing the forest level settings.

Windows Server 2003 interim

Supported DCs:  Windows NT 4.0; and Windows Server 2003

Features: There are no domain-wide features activated at this level. All domains in a forest are
automatically raised to this level when the forest level increases to interim. This mode is only
used when you upgrade DCs in Windows NT 4.0 domains to Windows Server 2003 DCs.

Windows Server 2003

Supported DCs:  Windows Server 2003

Features: domain controller rename; logon timestamp attribute updated and replicated; user password
support on the InetOrgPerson objectClass; and constrained delegation, you can redirect the
Users and Computers containers.

Domains that are upgraded from Windows NT 4.0 or created by the promotion of a Windows Server 2003-based
computer operate at the Windows 2000 mixed functional level. Windows 2000 domains maintain their current
domain functional level when Windows 2000 Server DCs are upgraded to the Windows Server 2003 operating
system. You can raise the domain functional level to either Windows 2000 native or Windows Server 2003.

After the domain functional level is raised, DCs that are running earlier operating systems cannot be introduced
into the domain. For example, if you raise the domain functional level to Windows Server 2003, DCs that are
running Windows 2000 Server cannot be added to that domain.

Forest Functional Levels

Forest functionality activates features across all the domains in your forest. The three forest functional levels, the
corresponding features, and their supported DCs are as follows. Note again that with each successive level
increase, the feature set of the previous level is included.

Windows 2000 (default)

Supported DCs:  Windows NT 4.0; Windows 2000 Server; and Windows Server 2003.

Features: Partial list includes universal group caching; application partitions; install from media; quotas;
rapid GC demotion; Single Instance Store (SIS) for System Access Control Lists (SACL) in
the Jet Database Engine; Improved topology generation event logging; no GC full sync when
attributes are added to the PAS; and Windows Server 2003 DC assumes the ISTG role.

Windows Server 2003 interim

Supported DCs:  Windows NT 4.0; and Windows Server 2003.

Features: Efficient Group Member Replication using Linked Value Replication; improved Replication
Topology Generation; ISTG Aliveness no longer replicated; attributes added to the GC - ms-
DS-Trust-Forest-Trust-Info. Trust-Direction, Trust-Attributes, Trust-Type, Trust-Partner,
Security-Identifier, ms-DS-Entry-Time-To-Die, Message Queuing-Secured-Source, Message
Queuing-Multicast-Address, Print-Memory, Print-Rate and Print-Rate-Unit.

Windows Server 2003

Supported DCs:  Windows Server 2003.

Features: Defunct schema objects; Cross Forest Trust; domain rename; dynamic auxiliary classes;
InetOrgPerson objectClass change; application groups; and 15-second intra-site replication
frequency.



After the forest functional level is raised, DCs that are running earlier operating systems cannot be introduced
into the forest. For example, if you raise forest functional levels to Windows Server 2003, DCs that are running
Windows NT 4.0 or Windows 2000 Server cannot be added to the forest.

Upgrading NT4 to AD2003

he domain and forest interim functional levels are specifically intended to support upgrades directly from an NT4
domain where one or more BDCs must continue to function after the upgrade. Windows 2000 DCs are not
supported in this mode. The interim functional level applies to the following scenarios:

Domain upgrades from NT4 directly to AD2003;

NT4 BDCs do not upgrade immediately;

NT4 domains that contain groups with more than 5000 members not including the domain users group;
and

There are no plans to implement AD2000 DCs in the forest at any time.

Migration Paths

From the preceding discussion it should be clear that there is an obvious trade-off between obtaining the full
functionality of AD2003 and any need to maintain backwards compatibility either with NT or with AD2000. Whilst
the need for such compatibility within your own enterprise may be obvious, remember there is no going back and
if you should ever merge with another enterprise using such systems you will only be able to fully merge the
directories into one forest by upgrading their systems to AD2003. Conversely, trying to keep all your options
open by sticking with the default modes means that you get very little benefit from the migration. In fact it would
almost certainly be a waste of money.

Schema Issues

AD2003 relies upon a number of extensions to the schema, both objects and attributes, in order to realize the
new functionality. These extensions are applied using the ADPrep utility. However, before doing this there are a
couple of issues you should be aware of.

If you are running either Exchange 2000 or Microsoft Services for Unix 2.0 there are a couple of bugs in attribute
definitions within the schema you will need to fix.

Exchange 2000 uses incorrect LDAP display names for a few attributes. You need to locate the
inetorgpersonfix.ldf file and run this to fix the problem before you run ADPrep.

Similarly, SFU 2.0 has a problem with the definition of the uid attribute. A hot fix is available for this too.



O/S Issues

There are a few recommendations worth noting regarding O/S upgrades when planning your migration to
AD2003:

If you will run a mixed environment of AD2000 and AD2003 then you should apply Service Pack 3 to the

AD2000 DCs;

You need to apply Service Pack 2 on your DCs prior to running ADPrep;
NT clients need Service Pack 2; and

Windows 9x clients require installation of a Directory Services client.
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Contact Detalils

For further information or advice contact MorganDoyle Limited. The latest contact details can be found on our
website at http://www.morgandoyle.co.uk/

The Active Directory Design Advisor tool, ADDA, is available from http://www.download.com.




